
Machine Programming
Lecture 17 – PL Kaleidoscope III: Software Security and Testing



Logistics

• Assignment 3
• Due today!

• Oral presentation
• Schedule is out! Check on courselore
• Contact the course staB immediately if there is any issue

• Final project
• Group formation due today!
• Final project proposal due next week!
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The Course So Far
Behavioral Specification
- What should the program do?

Structural Specification
- What is the space of the programs?

Synthesis Strategy
- How do we find such a program?

1. Examples
2. Types
3. Functional Specifications
4. Natural Language

General Purpose Programming Language
Python / Java / C / Rust / …

Programming with Large Language Models
- Next token prediction, prompting, controlled decoding
- Iterative refinement, agentic frameworks and tool use
- Pre-training, fine-tuning, reinforcement learning

Enumeration: Bottom-up and Top-Down

Domain Specific Languages
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Considering software quality…
Behavioral Specification
- What should the program do?

Structural Specification
- What is the space of the programs?

Synthesis Strategy
- How do we find such a program?

1. Examples
2. Types
3. Functional Specifications
4. Natural Language

General Purpose Programming Language
Python / Java / C / Rust / …

Programming with Large Language Models
- Next token prediction, prompting, controlled decoding
- Iterative refinement, agentic frameworks and tool use
- Pre-training, fine-tuning, reinforcement learning

Enumeration: Bottom-up and Top-Down

Custom Domain Specific LanguagesFixed

Fixed

Correctness 
Specifications



Considering software quality…
Behavioral Specification
- What quality should programs have?

Structural Specification
- What is the space of the programs?

Synthesis Strategy
- How do we find such a program?

1. Examples
2. Types
3. Functional Specifications
4. Natural Language

General Purpose Programming Language
Python / Java / C / Rust / …

Programming with Large Language Models
- Next token prediction, prompting, controlled decoding
- Iterative refinement, agentic frameworks and tool use
- Pre-training, fine-tuning, reinforcement learning

Enumeration: Bottom-up and Top-Down

Custom Domain Specific LanguagesFixed

Fixed

1. Has no security flaw (safety, privacy, etc.)
2. Is well-tested (no regression, good coverage, etc.)
3. Performs well (fast, use less resource, etc.)

Quality 
Specifications



Software Analyzer

Software Analysis

Program Software Analyzer

Specification

Good

Bad: Issues Found



Software Analyzer

Software Analysis: Testing

Program Type Inference
(Software Analyzer)

Type Annotations
(Specification)

Checked (Good)

Typing Error (Bad)



Software Analyzer

Software Analysis: Testing

Program Program Tester
(Software Analyzer)

Unit Tests
(Specification)

Passed (Good)

Failed (Bad)



Software Analyzer

Software Analysis: Verification

Program Program Verifier
(Software Analyzer)

Functional Specs
(Specification)

Verified (Good)

Unverified (Maybe Bad?)



Software Analyzer

Software Analysis: Static Analysis

Program Static Analyzer
(Software Analyzer)

Vulnerability Pattern
(Specification)

No alarm (Good)

Raised alarm (Maybe Bad?)



Software Analyzer

Software Analysis: Dynamic Analysis

Program Dynamic Analyzer
(Software Analyzer)

Sanitizer, Harness
(Specification)

Nothing happens (Good)

Crashed (Bad)



Program is 
actually Bad

Program is 
actually Good

Reported Bad
(positive)

True Pos 
(TP)

False Pos
(FP)

Not Reported Bad
(negative)

False Neg 
(FN)

True Neg
(TN)



Software Analysis: Impossible Triangle

Soundness

Completeness Termination



Software Analysis: Impossible Triangle

Soundness

Completeness Termination

Never miss a real bug

Never raise a false alarm Always finish the analysis within finite time
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False Pos
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Not Reported
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Software Analysis: Impossible Triangle

Soundness

Completeness Termination

Never miss a real bug

Never raise a false alarm Always finish the analysis within finite time

Real Bug Not a Bug

Reported
(positive)

True Pos 
(TP)

False Pos
(FP)

Not Reported
(negative)

False Neg 
(FN)

True Neg
(TN)

#FN = 0

#FP = 0



Software Analysis: Impossible Triangle

Soundness

Completeness Termination

Never miss a real bug

Never raise a false alarm Always finish the analysis within finite time

Dynamic Analysis:
Unit Testing 
- (assuming tests are correct)
Fuzzing 
- (assuming harness is real)

The unit test cases might not be 
comprehensive enough.



Software Analysis: Impossible Triangle

Soundness

Completeness Termination

Never miss a real bug

Never raise a false alarm Always finish the analysis within finite time

Static Analysis:
Taint Analysis 
- (assuming correct specs)
Abstract Interpretation 
- (assuming correct domains)

May report an alarm for developer 
confirmation, and that is rejected



Software Analysis: Impossible Triangle

Soundness

Completeness Termination

Never miss a real bug

Never raise a false alarm Always finish the analysis within finite time

Formal Verification:
Automated Theorem Proving
Interactive Theorem Proving

Any judgement is precise and accurate, but 
may not terminate



Software Analysis: Impossible Triangle

Soundness

Completeness Termination

Never miss a real bug

Never raise a false alarm Always finish the analysis within finite time

Real Bug Not a Bug

Reported
(positive)

True Pos 
(TP)

False Pos
(FP)

Not Reported
(negative)

False Neg 
(FN)

True Neg
(TN)

#FN = 0

#FP = 0

#FP is small: Analysis 
achieves high “Precision”

#FN is small: Analysis 
achieves high “Recall”



Forms of Software Analysis

Static Analysis Dynamic Analysis



Forms of Software Analysis

Static Analysis Dynamic Analysis

Examine code without concrete execution Observes program behavior while executing



Forms of Software Analysis

Static Analysis Dynamic Analysis

Examine code without concrete execution Observes program behavior while executing

- Taint analysis
- Reachability analysis
- Abstract interpretation
- Symbolic execution
- …

- Unit testing
- Fuzzing
- Property-based testing
- Penetration testing
- …



Static Analysis for Vulnerability Detection

• To be able to detect software vulnerabilities, one first need to 
understand vulnerabilities:

…



Path Traversal (CWE-22)



import javax.servlet.*;
import javax.servlet.http.*;
import java.io.*;

public class DownloadFileServlet extends HttpServlet {
  private static final String BASE_DIR = "/var/www/public-files";

  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); // e.g. "reports/2024.pdf"
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else {
      /* ERROR */
    }
  }
}
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|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt
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import javax.servlet.*;
import javax.servlet.http.*;
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public class DownloadFileServlet extends HttpServlet {
  private static final String BASE_DIR = "/var/www/public-files";
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  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
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  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
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  protected void doGet(HttpServletRequest req, HttpServletResponse res)
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  {
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  {
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+ if (requested.contains("..") || requested.contains("\0")) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else {
      /* ERROR */
    }
  }
}

Fix Attempt #1 /var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt

GET /download?path=../SECRET.txt

Malicious data

Malicious data blocked by “..” check



import javax.servlet.*;
import javax.servlet.http.*;
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public class DownloadFileServlet extends HttpServlet {
  private static final String BASE_DIR = "/var/www/public-files";

  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path");
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

+ if (requested.contains("..") || requested.contains("\0")) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
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Benign data
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public class DownloadFileServlet extends HttpServlet {
  private static final String BASE_DIR = "/var/www/public-files";

  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path");
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

+ if (requested.contains("..") || requested.contains("\0")) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
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import javax.servlet.*;
import javax.servlet.http.*;
import java.io.*;

public class VulnerableFileServlet extends HttpServlet {
  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); // e.g. "reports/2024.pdf"
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

+ Path base = Paths.get("/var/www/public-files");
+ Path candidate = baseReal.resolve(requested).normalize();
+ if (!candidate.startsWith(baseReal)) { /* ERROR */ }

    if (candidate.exists() && candidate.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + candidate.getName() + "\"");
      try (InputStream in = new FileInputStream(candidate); OutputStream out = resp.getOutputStream()) {
        // Read the file...
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public class VulnerableFileServlet extends HttpServlet {
  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); // e.g. "reports/2024.pdf"
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

+ Path base = Paths.get("/var/www/public-files");
+ Path candidate = baseReal.resolve(requested).normalize();
+ if (!candidate.startsWith(baseReal)) { /* ERROR */ }

    if (candidate.exists() && candidate.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + candidate.getName() + "\"");
      try (InputStream in = new FileInputStream(candidate); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else {
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    }
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import javax.servlet.*;
import javax.servlet.http.*;
import java.io.*;

public class VulnerableFileServlet extends HttpServlet {
  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); // e.g. "reports/2024.pdf"
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

+ Path base = Paths.get("/var/www/public-files");
+ Path candidate = baseReal.resolve(requested).normalize();
+ if (!candidate.startsWith(baseReal)) { /* ERROR */ }

    if (candidate.exists() && candidate.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + candidate.getName() + "\"");
      try (InputStream in = new FileInputStream(candidate); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else {
      /* ERROR */
    }
  }
}

Fix Attempt #2 /var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt

GET /download?path=css/../index.html

/var/www/public-files/index.html



import javax.servlet.*;
import javax.servlet.http.*;
import java.io.*;

public class VulnerableFileServlet extends HttpServlet {
  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); // e.g. "reports/2024.pdf"
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

+ Path base = Paths.get("/var/www/public-files");
+ Path candidate = baseReal.resolve(requested).normalize();
+ if (!candidate.startsWith(baseReal)) { /* ERROR */ }

    if (candidate.exists() && candidate.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + candidate.getName() + "\"");
      try (InputStream in = new FileInputStream(candidate); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else {
      /* ERROR */
    }
  }
}

Fix Attempt #2 /var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt

GET /download?path=css/../index.html

/var/www/public-files/index.html

/var/www/public-files/index.html “startsWith” /var/www/public-files?
YES
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public class VulnerableFileServlet extends HttpServlet {
  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); // e.g. "reports/2024.pdf"
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

+ Path base = Paths.get("/var/www/public-files");
+ Path candidate = baseReal.resolve(requested).normalize();
+ if (!candidate.startsWith(baseReal)) { /* ERROR */ }

    if (candidate.exists() && candidate.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + candidate.getName() + "\"");
      try (InputStream in = new FileInputStream(candidate); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else {
      /* ERROR */
    }
  }
}

Fix Attempt #2 /var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt

GET /download?path=../SECRET.txt

Malicious data
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Path Traversal: Key Takeaway

• Analysis of Path Traversal (CWE-22)
• Insufficient check (sanitization) allows access to sensitive information (e.g., information leak)
• Variants: allows attacker to create files at dangerous locations (e.g., inject a script at a place 

like /usr/local/bin which can be executed later)

• Defense against Path Traversal (CWE-22)
• Code should be structured to “resolve” and “normalize” paths
• Just checking “..” is insufficient or may reject benign input

• Detection of Path Traversal (CWE-22)
• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation



public class VulnerableFileServlet extends HttpServlet {
  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path");
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else { /* ERROR */ }
  }
}

/var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt

Path Traversal: Detection

• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation



public class VulnerableFileServlet extends HttpServlet {
  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); 
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else { /* ERROR */ }
  }
}

/var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt

Path Traversal: Detection

• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation



public class VulnerableFileServlet extends HttpServlet {
  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); 
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else { /* ERROR */ }
  }
}

/var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt

Path Traversal: Detection

• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation



public class VulnerableFileServlet extends HttpServlet {
  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); 
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else { /* ERROR */ }
  }
}

/var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt

Path Traversal: Detection

• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation



public class VulnerableFileServlet extends HttpServlet {
  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path"); 
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else { /* ERROR */ }
  }
}

/var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt

Path Traversal: Detection

• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation

Note: File(…) is not 
actually accessing the file











CodeQL for Path Traversal (CWE-22)
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codeql/java/ql/src/Security/CWE/CWE-022/TaintedPath.ql

• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation

One of the sanitizers: Exact Path Match



codeql/java/ql/src/Security/CWE/CWE-022/TaintedPath.ql

• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation

Another one of the sanitizers: Normalization + Prefix guard (if-condition)



codeql/java/ql/src/Security/CWE/CWE-022/TaintedPath.ql

• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation

Another one of the sanitizers: dot-dot (..) check guard (if-condition)





















rules:
  - id: httpservlet-path-traversal
    metadata:
      cwe:
        - "CWE-22: Improper Limitation of a Pathname to a Restricted Directory
('Path Traversal’)”
      vulnerability_class:
        - Path Traversal
    mode: taint
    pattern-sources:
      - patterns:
        - pattern-either:
          - pattern: (HttpServletRequest $REQ)
          - patterns:
            - pattern-inside: $TYPE[] $VALS = (HttpServletRequest $REQ).$GETFUNC(...);
            - pattern: $PARAM = $VALS[$INDEX];
    pattern-sanitizers:
      - pattern: org.apache.commons.io.FilenameUtils.getName(...)
    pattern-sinks:
      - patterns:
        - pattern-either:
          - pattern: (java.io.File $FILE) = ...
          - pattern: (java.io.FileOutputStream $FOS) = ...
          - pattern: new java.io.FileInputStream(...)
severity: ERROR
languages:
- java

Semgrep for Path Traversal (CWE-22)



rules:
  - id: httpservlet-path-traversal
    metadata:
      cwe:
        - "CWE-22: Improper Limitation of a Pathname to a Restricted Directory
('Path Traversal’)”
      vulnerability_class:
        - Path Traversal
    mode: taint
    pattern-sources:
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          - pattern: new java.io.FileInputStream(...)
severity: ERROR
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- java

Semgrep for Path Traversal (CWE-22)
• Tainted input: malicious file paths
• Attack surface: internet http request, untrusted files (e.g., Zip)
• Vulnerability Manifestation: reading/writing files (e.g., InputStream, OutputStream, mkdir)
• Absence of Sanitization: no “resolve” or “normalize” from tainted input to manifestation









Dynamic Analysis

• Some bugs only manifest when code runs
• Runtime errors
• Unhandled exceptions
• Errors dependent on external environments

• Want to concretely execute code
• Observe program behavior
• Analyze potential mistakes



Dynamic Testing

Unit Testing

Human-written tests
in the form of concrete

input-output

assert f(2) == 4
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Unit Testing: Precision Shots

• Human effort
• Figure out expected input/output pairs (multiple)
• Write a test case for each input/output pairs (multiple)

• Goal
• Maximize confidence via coverage (approx.: line coverage)
• Execute precise, human-chosen inputs that exercise specific code paths
• Error handling is a path too!



def calculate_interest(balance: float, months: int) -> float:
  rate = 0.02 # 2% per month
  if months > 12:
    rate = 0.03 # higher rate for long-term deposits
  return balance * rate / months

Program – Line coverage: 0/5 (0%)
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def calculate_interest(balance: float, months: int) -> float:
  rate = 0.02 # 2% per month
  if months > 12:
    rate = 0.03 # higher rate for long-term deposits
return balance * rate / months

Program – Line coverage: 5/5 (100%)

def test_short_term_interest():
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  assert calculate_interest(1000, 24) == pytest.approx(1000 * 0.03 / 24)

Test 2

No!

Are we done covering everything?

def test_zero_months_divide_by_zero(): # covers implicit error path
  with pytest.raises(ZeroDivisionError):
    calculate_interest(1000, 0)

Test 3
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Fuzzing: Chaos with Purpose

• Goal
• Explore huge input spaces automatically to trigger failures (crashes, 

exceptions, timeouts, sanitizer hits)
• Unlike unit tests, fuzzing does not know the correct output. It detects 

incorrect behavior by symptoms

• Method
• Massively and randomly generate inputs to programs

for i in 0..10^4:
  x = gen_input()
  f(x)



Fuzzing: The Loop

Seed Input Generated 
Inputs

Fuzzing
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import javax.servlet.*;
import javax.servlet.http.*;
import java.io.*;

public class DownloadFileServlet extends HttpServlet {
  private static final String BASE_DIR = "/var/www/public-files";

  @Override
  protected void doGet(HttpServletRequest req, HttpServletResponse res)
    throws ServletException, IOException 
  {
    String requested = req.getParameter("path");
    if (requested == null || requested.isEmpty()) { /* ERROR */ }

    File file = new File(BASE_DIR + File.separator + requested);
    if (file.exists() && file.isFile()) {
      resp.setHeader("Content-Disposition", "attachment; filename=\"" + file.getName() + "\"");
      try (InputStream in = new FileInputStream(file); OutputStream out = resp.getOutputStream()) {
        // Read the file...
      }
    } else {
      /* ERROR */
    }
  }
}

/var/www/
|- public-files/
|  |- index.html
|  |- css/
|  |  |- basic.css
|  |- js/
|     |- basic.js
|- SECRET.txt
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GET /download?path=../SECRET.txt

Payload



Proof-of-Concept (PoC) Exploit

• Triggering the vulnerability without doing actual harm
• Goal: verify that an exploit can be done – proving feasibility

GET /download?path=../../etc/passwd

Payload

Verifying inside of a sandbox



LLM Assisting Offensive Security?





















Software Analysis: Impossible Triangle

Soundness

Completeness Termination

Never miss a real bug

Never raise a false alarm Always finish the analysis within finite time
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#FP is small: Analysis 
achieves high “Precision”

#FN is small: Analysis 
achieves high “Recall”


